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Interactive Session 8: Trade and Technology Innovation:           

“Critical CYBER and SPACE infrastructure 
risks for the supply and value chain”

Johannes GOELLNER, 22.05.2024, 3:05-4:00 pm           
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Press releases: SPACE
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Press releases: SUPPLY CHAIN & CYBER
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Space → Space Systems

“Designating space systems - meaning the ecosystem from
ground to orbit, including sensors and signals, data and 
payloads, and critical technologies and supply chains -as a critical
infrastructure sector would facilitate a more organized, focused, and coherent
approach to risk management, launch authorization, and public-private 
collaboration. It would signal inside and outside the country that space security
and resilience is a [U.S. national security priority.]” Source: Frank J. Cilluffo and Mark 
Montgomery, "Time to designate space systems as critical infrastructure„     

Space News, 14. April 2023, https://spacenews.com/time-to-designate-space-
systems-as-critical-infrastructure

Commercialization of space ("New Space")
• Promotes the trend toward treating space as critical infrastructure
• Character and components of this infrastructure? 
• Sustainability and resilience
• Fähigkeitsspektrum

 "New Space" harbors new vulnerabilities
 "New Space" but also reduces vulnerabilities through resilience-promoting networks of 

many smaller satellites

Source: Alexander Siedschlag, ZRK & ERAU, Vortrag IKT SIKON 2023
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The 10 largest global business risks in 2023

1. Cyber Events: 34% (AT: 40%; GE: 40%; CH: 57%)
2. Supply Chain Interruption-Betriebsunterbrechnung: 34%       

(AT: 32%; GE: 46%; CH: 41%)) 
3. Makroökonomische Veränderungen: 25% (AT: 24%; GE: 17%; CH: 14%))

4. Energiekrise/Energy Crises: 22% (AT: 38%; GE: 32%; CH: 48%))
5. Rechtliche Veränderungen: 19% (AT: 14%; GE: 23%; CH: 18%))
6. Natural Disaster: 19% (AT: 22%; GE: 19%; CH: 18%))
7. Klimawandel: 17% (AT: 16%; GE: 17%; CH: 9%))
8. Fachkräftemangel: 14% (AT: 24%; GE: 17%; CH: 16%))
9. Feuer, Explosion: 14% (AT: 20%; GE: 13%; CH: k.A.%))
10. Politische Risiken: 13% (AT: k.A.%; GE: k.A.%; CH: 20%))

Kritische Infra (Stromausfälle,..): k.A.% (AT: 22%; GE: 13%; CH: 11%))

Source: Allianz Global Corporate & Specialty in Allianz Risk Barometer 2023: Die 10 größten Geschäftsrisiken 2023, Weltweit

Overview: Statistics (2023)
- worldwide % ( +AT; +GE; +CH;)
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Terestric & Space Infrastructure (SUPPLY 
CHAIN NETWORK)
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Terestric & Space Infrastructure (SUPPLY 
CHAIN NETWORK)
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Terestric & Space Infrastructure (SUPPLY 
CHAIN NETWORK)
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Overview 1: statistics (2023)

Space-Objects & Debris (according to ESA)

Space objects and debris by the numbers: (+ scrap metal)

Number of rocket launches since the start of the space age in 1957:
About 6500 (excluding failures)

Number of satellites these rocket launches have placed into Earth orbit:
About 16990

Number of satellites still in space:
About 11500

Number of satellites still functioning:
About 9000

Number of debris objects regularly tracked by Space Surveillance Networks and maintained in their
catalogue:

About 35150
Estimated number of break-ups, explosions, collisions, or anomalous events resulting in fragmentation

More than 640
Total mass of all space objects in Earth orbit

More than 11500 tonnes
Not all objects are tracked and catalogued. 

The number of debris objects estimated based on statistical models to be in orbit (Not all objects are
tracked and catalogued):

36500 space debris objects greater than 10 cm
1000000 space debris objects from greater than 1 cm to 10 cm

130 million space debris objects from greater than 1 mm to 1 cm

Souce: Space debris by numbers, ESA, Last update: 06.December 2023, Space Environment Statistics · Space Debris User Portal (esa.int)
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Overview 2: statistics (2023)

Space-Objects & Debris (according to ESA)
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• Strukturmodell: Weltraumsystem als Ökosystem

• Schutzparadigma: Space-Air-Ground Integrated Network Security (SAGIN)

SUPPLY CHAIN RESILIENCE:                      
Space infrastructure and attack vectors

Source: Alexander Siedschlag, ZRK & ERAU, Vortrag IKT SIKON 2023

Space Segment

Ground Segment
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SUPPLY CHAIN RESILIENCE

CYBER SPACE

SUPPLY 
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Outer Space Treaty 
– Weltraumvertrag
(1967, UNO; dzt. 114 
Staaten)

NIS2-Directive
(EU 2022/2555)

Lieferketten-
sorgfaltspflichten-
gesetz, 2023, GE

EU Corporate Sustainability
Due Diligence Directive, 
15.03.2024, EU

UN Global 
Compact 
(UNGC), 2000 

Copyright: Johannes Göllner & Ralf Huber, 20.04.2024
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In framing financial discussions about losses due to supply chain risk, it is critical to analyze the 
operational impact of a disruption and the associated financial impact. Areas to look at include: 

1. Production stoppage or slowdown: Direct losses occur when production lines are forced to idle due to 
key components or inputs being unavailable. The daily cost of a halted production line is the most 
obvious cost but there may also be other related costs. 

2. Higher freight costs: Inputs or even factory equipment can be flown in to reduce downtime, but this 
comes at a cost. 

3. Lost sales: Extended stoppages where market demand remains can result in lost sales. 

4. Loss of market share: For some industries lost sales can translate into lost market share where a 
competitor’s product was found to be as good or better. 

5. Reputation: Reputational risk is hard to measure but important as customer expectations of service 
and environmental stewardship grow. Even where the cause of a disruption is unavoidable, companies 
will still be expected to have done certain things to prepare for and respond to disruptions. Those that 
excel in this will find reputational upside by being the last to close and first to open. 

Every organization is on a learning curve for finding the right agility/redundancy balance for every link in 
their supply chain. Those who find the solution first will emerge as industry leaders.

Supply Chain Risks & Losses:

Source: Risky Business:What Supply Chain Disruptions Really Cost, Everstream Analytics, 02.02.2022, 
www.everstream.ai
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Global Supply Chain Networks

Copyright by Goellner, Peer 2016 based on Goellner 2015

Supply Chain Risk- & Value Management

• Supply Chain Resilience - Requirements
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https://www.ncsc.gov.uk/files/supply_chain_ncsc_cpni_2.pdf

Source: Johannes GÖLLNER, Vortrag IKT SIKON 2023
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Meta Model of a Event/Risk Analysis
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(2009)

Source: Johannes GÖLLNER, prsentation IKT SIKON 2023, Vienna
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Johannes L. GOELLNER

Chairman of the Board
Zentrum für Risiko- und Krisenmanagement,Vienna
[Center for Risik- and Crises Management, Vienna]

www.zfrk.org
E-mail: johannes.goellner@zfrk.org

Kontakte
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Thank you for your attention.


