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RANSOMWARE ATTACKS
WILL STRIKE EVERY 2 SECONDS 

WITHIN THE NEXT 10 YEARS

Cybersecurity Ventures, Ransomware Will Strike Every 2 Seconds by 2031 September 2022). 
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The big WHY…
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NIST Framework - Equal Weighting?
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Complexity of Data & Systems
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Can we recover from ransomware 
and hold our Cyber RTO times for 

our Minimum-viable-Company
How can we test,             
report and prove it?

Are we monitoring data 
risks and exposures 

across environments?
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across systems? e.g. DORA, 

NIS2
CISO

Auditors CIO
PartnersBoard of 

Directors
Customers

laaS

AWS EC2

laaS

Google CE

laaS

Azure VM

PaaS

Azure SQL

PaaS

AWS RDS

PaaS

AWS S3

On-Prem laaS

Azure MD

On-Prem Co-Location

Sensitive DataSensitive Data SaaS Sensitive Data

Kubernetes

SaaS

Security Ops Cloud Devs Cloud Arch Data Infra Enterprise Arch SaaS Admin



CONFIDENTIAL
Copyright © Rubrik 2023 66

Which apps are required for your 
“Minimum Viable Company”

Are you ready for Cyber Recovery?

Do you have a Cyber Recovery Time Objective?



7Copyright © Rubrik 2024 7

RTO = Recovery Time Objective
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RTO ≠ Cyber RTO
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RTO ≠ Cyber RTO
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RTO ≠ Cyber RTO
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RTO ≠ Cyber RTO

Determine scope 
of attack

What data was compromised? 
What was encrypted?
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Determine point 
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At what point was the server 
compromised? Can we quickly 
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Assess sensitive 
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What sensitive data was on 
the network and likely exfiltrated?
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Cyber RTO Extends RTO up to 100x

Determine scope 
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What was encrypted?
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Introducing Rubrik Security Cloud

Determine scope 
of attack

What data was compromised? 
What was encrypted?

Time

Restore 
from backup
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Determine point 
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At what point was the server 
compromised? Can we quickly 
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Assess sensitive 
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Rubrik Built a Radically Different Architecture

LEGACY BACKUP & RECOVERY

Backup Software 
(Metadata)
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Rubrik Delivers 100x Faster Cyber Recovery

Native Data Threat Engine

Data + Metadata

RUBRIK WAY

ZERO TRUST ARCHITECTURE | IMMUTABLE

Determine point of infection

Determine scope of attack

Assess sensitive data impact

Find malware and quarantine

Restore from backup
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Before Rubrik

Business as usual Operations down, financial losses 

Initial 
compromise

Reconnaissance & 
lateral movement

Persistence & 
exfiltration

Malware & 
encryption
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Find malware 
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Assess sensitive 
data impact

Restore from 
backup
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With Rubrik

Business as usual 
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Malware & 
encryption
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Data Protection
Data Threat 
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Pioneer and leader

24/7 support and care when 
our customers are 
attacked. 

Ransomware Response Team

6000+ Customers globally

Customer-proven

Cyber Resilience you can trust

Our mission is to secure the world's data

5th Consecutive Time MQ leader 

Market leader

>84 Net Promoter Score                     
(Avg SaaS NPS is 30)

Highly rated

250 Patents issued or pending 

Technology innovator

Investor and Technology Gold 
Partner of the year 

Microsoft Partnership

2024 1st going Public company 
in the Security Sector since 4 years  

Gartner Backup/Recovery (2024)
5th consecutive year

IDC MarketScape (2023)
Worldwide Cyber Recovery Assessment

Accelerated Incident Response 
Recovery Integration and 
Collaboration

Mandiant Partnership

The leader in zero trust data-protection and Cyber Recovery 
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World Leading Enterprises Secured by Rubrik

Financial Services
Retail, Trade, & 
Transportation

Energy & Industrials
Healthcare & Life 

Sciences
Technology, Media, 
& Communications

Cybersecurity
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