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XDR @ CROWDSTRIKE

ENTERPRISE-WIDE VISIBILITY  ACROSS ALL  KEY SECURITY 
DOMAINS



Built on the foundation of EDR, XDR extends enterprise-wide
visibility across all key security domains (native & third-party) 
to speed and simplify near real-time detection, investigation, 
and response for the most sophisticated attacks

XDR
Definition | Extended Detection Response



UNIFY SIGNALS TO FIND THE MOST SOPHISTICATED ATTACKS 
ACROSS THE ENTERPRISE
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Hunt: Unified cross-domain 
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Analyze

Orient: Native cross-domain 
graph explorer

Automate: Native SOAR 
automates repetitive tasks

Respond: Surgical response 
for native & third-party tools

Normalize

Identify: Custom & CrowdStrike 
created detections 
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IDENTITIES



“80% OF DATA BREACHES HAVE A CONNECTION 
TO COMPROMISED PRIVILEGED CREDENTIALS”

- FORRESTER RESEARCH



Initial 
Access

• TA0001

Discovery • TA0007

Privilege 
Escalation

• TA0004

Credential 
Access • TA0006

Lateral 
Movement • TA0008

Impact • TA0040
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OFTEN, THEY ARE STARTING HERE

Execution

Identity



 Understand what privileged accounts exist

 Understand where privileged accounts are 
used

 Identify service accounts

 Identify stale accounts 

 Assess the risk associated with accounts

 Assess risk associated with account usage

 Identity store stitching and correlation

FALCON IDENTITY THREAT DETECTION
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 Trust… and verify

 Automatically enforce conditional access 
on anomalous activity

 Create bespoke rules that  allow, block, or 
challenge high-risk identity activity

 Integrate with current identity stores for a 
zero-friction end-user experience

 Stop adversaries in their tracks 

FALCON IDENTITY THREAT PROTECTION
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THANK YOU


